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YCD Certificate Portal — User Manual

Congratulations! You now have access to YCD’s Certificate Portal.

This portal will allow you activate and sign certificates for all of YCD’s Cnario Suite products.

In this document we will explain how to sign a certificate, change your password, generate a report,
create an API key and use the Cnario Auto Certificate application. If you have any questions, please
contact us.

Access Information

Portal URL: https://certs.ycdmultimedia.com/

Your user name is your e-mail address, and a password should have been sent to you via e-mail. If you
did not receive an email with a password, please check your spam folder. The subject should contain
“[CertPortal]”, if you cannot find it, please contact us.

Navigation bar

The buttons in this bar will allow you to quickly get to different sections of the certificate portal. This
bar will be available at the top of each page.

B - will bring you to the main page

M- will bring you to the “Contact us” page
. _ - will bring you to the account management (change password) page
. ﬂ - will bring you to the signing certificates page

- will bring you to the Order Management page

- will log you off the system
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How to sign a certificate

There are three (3) types of certificates you will be able to sign using the portal:

e Regular Certificates — These certificates are used for production systems and are tied to a
specific order or shipping document provided by YCD.

e Demo Certificate — These certificates are intended for demonstration purposes only and are
valid for up to 90 days (3 months). These should never be used in a production environment.
Please note that not all users will have the ability to sign this type of certificate.

e Hardware Replacements — When hardware fails in the field, it is sometimes necessary to
reinstall and recertify your Cnario products. These certificates are not limited by time and are
not tied to a specific order. Please note that not all users will have the ability to sign this type of
certificate.

Steps for signing a certificate:
1. Login to the portal (https://certs.ycdmultimedia.com/)

YCD Cert - Log in

2. Navigate to the “Sign Certs” page by either clicking on the n link at the top right section or

Sign »

by clicking the button on the main page
3. Choose the type of certificate you’d like to sign:
a. Fora “Regular Certificate”
i. Choose how you’d like to filter the list of available orders (by shipping document
/ by ERP order # / by customer order # / by details)

Choose order to sign by ® Shipping Document # ERP Order# (/Customer Order # "Details
ii. Select the matching order from the drop-down list
--Select Order-- v

| ~Select Order—
--Demo Cert—

--HW Replacement--
SH18000208

SH18000291

SH18000291

b. Fora “Demo Certificate”, choose the “—Demo Cert—" option from the dropdown list

--Select Order-—- v
--Select Order—-
—Demo Ceri—

--HW Replacement--
SH18000208
SH18000291
SH18000291

c. Fora“Hardware Replacement”, choose the “—HW Replacement—" option from the
dropdown list

—Select Order-- v
-Select Order--
--Demo Ceri--
8H18000208
SH18000291
SH18000291
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6.

Once selected, a new dropdown menu will appear. Next, choose the Cnario product you are
looking to sign a certificate for (Messenger / Player / Panel Designer / etc). Note that the
options listed here will change based on your selection in the previous step.
—Select Type— v

—Select Type—

CBP

CBP-4K

CES100

CES15

CESS0

CES500

CMM100

CMM15

CMM50

CMM500

CMP

CMP-4K

CPD

csw

CSW-4K

cvw

CVW-4K

RMP100

RMP1000 -

Note: For more information regarding license types and parameters please click the “Certificate
type (click for legend)” link or contact us
Different certificates types require different parameters. Please make sure you enter the all

required fields:
Walid until: 02/28/2019
Number of Canvas Screens 1

Comment 4

Choose Files | No file chosen
When uploading muitipie certificates all are signed with the same parameters

a. For “Demo Certificates”, please enter a date in the “Valid until” field. You may choose a
date up to 90 days in the future. The certificate will be valid until this date.

b. For “Regular Certificates”, Player license types (CBP, CMP, CVW, CSW, etc.) require a
“Number of Canvas Screens” value. This number is calculated by counting the total
number of screens that this Player will control. For example, if the Player you are
signing a certificate for is connected to six screens, then enter the number “6” in the
“Number of Canvas Screens” section.

c. Rental licenses (start with “R”) are naturally limited by date. This cannot be changed.

d. For both “Demo” and “Hardware Replacement” certificates, a comment will be required

i. For “Demo Certificates”, please provide the relevant information about the
opportunity you are working on
ii. For “—HW Replacement—" please provide:
1. Original order # or shipping # for this project
2. The old computer name (computer that is being replaced)
3. The new computer name (computer that is being activated)

e. Some users may see a “Use custom resolution” checkbox, which will allow you to set a
custom resolution (and not just HD or 4K). Note that the each “canvas screen” will have
that resolution allowed, and, the total used canvas screens from the order will be
calculated based on the total combined resolution. For example, if you order a 4x CVW-
4K licenses, and you sign a single license with a custom resolution of 15,360 x 8,640, all
of your 4x CVW-4K licenses will be used.

Click the [cneeseFles | hytton, then navigate to where the certificate request(s) you’d like to sign
are located
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Note: When uploading multiple certificate requests, all requests will be signed with the same
parameters. If you’d like to sign with different parameters, return to step 3.
Click the button to sign your certificate request(s)

8. Should all go well, a button will appear. Click on this to download your signed
certificate(s)

9. An e-mail notification to you and to YCD’s support team will be sent containing all the
information entered in steps 3-5.
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How to change a password

Login to the portal (https://certs.ycdmultimedia.com/)

Click on the “Hello, <yourEmailAddress>”" link at the navigation

Click on the [©"2"%¢] [ink near the Password: fie|d

Enter your current password

Enter your new password

Note: Passwords must be at least 6 characters and have at least one non-letter and at least one
digit ('0"-'9') and at least one uppercase (‘A'-'Z').

Enter your new password again for confirmation

vk wNRE

Change Password

7. Click the button
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How to generate a report
Reports can be generated by one of three ways:

1. For a specific order — this report will include all certificate activations by all users for a specific
order number

2. All temporary certificates — this report will include all demo license activations by all users of the
company

3. All HW replacements certificates — this report will include all HW replacement license activations
done by all users of the company

Instructions:

1. Navigate to the reports page

a. Click onthe ll link in the navigation bar to get to the main page

b. Click onthe ™" button in the main page
2. Choose the type of report you’d like to generate

®For a specific order - Aciivation report for a specific order
All temporary certificates - Report for a all temp activations by company for a dale range

All HW replacements certificates - Repori for a all HW replacment activalions by company for a date range
3. If a specific order type was chosen, you will need to also select the order you’d like to generate
the report for

Choose order by ® shipping Document# ERP Order # ) Customer Order # (/Details

Choose Shipping Document --Select Order— v
SH18000208

© 2018 - YCD Cert Portal, build: 1.o $H18000291
SH18000291

4. Click the button to generate the report

Should all go well, a button will appear. Click on this to download your report as a
CSV file (*.csv)
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How to create an APl access key
The Cert Portal offers API access for cert activations using the “Cnario Auto Certificate” application or
using the “Cert Manager” Plugin for Messenger.

Instructions:

1. Login to the portal (https://certs.ycdmultimedia.com/)
2. Click on the “Hello, <yourEmailAddress>" link at the navigation
3. Click on the “[CreateNew]” link
a. Anew key will be created, in the box below the link, make sure to copy it and safely
store it. This is the one and only time the portal will provide the access key in full (the
characters before the ‘" are the ‘identifier’ of the key)
Change your account settings

Password: [Change]
AccessKeys: Starts with  Last Used

" u = Remove Access Key: i mm

Create new access key  [CreateNew]
r ' n I u = - |} -

This is the only time you will see the full access key, make sure to copy the text and
keep itin a safe place. Once you move away from this page, the access key cannot
be found again.

Test access key Test this key]

4. You can now use your access key as needed

Important notes:

e This unique Access Key is tied to your user in the portal, all actions done with this access key are
assumed to be done by you

e You can have up to 5 active access keys

e [fyou remove an Access Key, all ‘clients’ using this key will not be able to use it anymore

immediately
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How to use Cnario Auto Certificate application

The Cnario Auto Certificate application allows for direct activation without the need to generate a

request or use the portal through a web browser at all.

There are a few workflows when using this application:

Using Demo Activation key/s, for information on that process please go to this manual:
https://certs.ycdmultimedia.com/CertPortal/Files/YCD%20Certificate%20Portal%20-

%20Demo%20License%20with%20Activation%20Key.pdf

Logging into the Cert Portal and choosing an order

Using the application to create a full deployment package including installation of Cnario

Universal Player, Certification, creation of Display Device/s and creation of Chainmail tree

Below you can find detailed workflows and explanations on how to use this application, but first, you

need to confirm you have the CnarioAutoCertificate application.

For Cnario Suite 3.8.5 and up, the application should be in the same installation folder of the

Cnario application (Player / Messenger).

If you'd like to use the automated package deployment feature or if you have Cnario Suite 3.8.1

and lower you should follow these steps to obtain a copy of the application:

Download the CnarioAutoCertificate package using this link:

https://certs.ycdmultimedia.com/CertPortal/Files/CnarioAutoCertification.zip

o Some computers will “block” the file from being used as it was downloaded from the
internet, to overcome this you should:

Right click on the file and choose properties

In the opened window click on the “Unblock” button or check the “Unblock”

General Securty Details Previous Versions

{ [CraroAtoCettication 2p

Type of fle:  Compressed (zipped) Folder (zip)
Opens with: T Windows Explorer Change...

Location m =B
Se: o ey

Size on disk: =

Created:
Modiffied: 1 L 4" - o
Accessed: sas dal - m

Atrbutes:  [JReadonly []Hidden Advanced..
Secutty:  Thisfile came from anather [ Unblock

computer and might be blocked to
help protect this computer.

OK Cancel

o Unzip the zip file you just downloaded
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Logging into Cert Portal
Assuming you have the Cnario Auto Certificate application open:

1. Click on “Login to Activate >>" at the bottom right

w

9

. Cnario Auto Cert - build: 1.11.7258.24821

Demo Activation

Yourname first +last):  [Frathame LastName |

Activation key: ~[CMP4K-ABCDEFGH-UKL-MNOP-QRST-UVIWXYZ012345 ]

Activatefor. (@ Activate for Universal Player () Activate for Messenger
Wil show what apiication is tying ta be activated.

Activate

Login to activate >>

Enter your Username and Password in the appropriate fields
Click “Login”
If login was successful, the first Combox (drop down list) will populate with all open orders your
user has, continue to step 5. If login failed, an error will appear and you should correct that
before continuing
Choose an order from the list

a. Youcan also arrange the list by different order parameters
Once an order is selected the next Combox will populate with all available line items and
certificate types from the selected order
Choose a certificate type

a. The details of the Certificate Type you choose will appear to the right of the Combobox
Some certificate types will require an input of “Number of Canvas Screens”, this is a setting that
defines how many license will be activated for this computer

a. Ifyou are not sure what to choose, please contact YCD support
Fill in the comment section

10. Click Activate

N
Demo Activation Loginto activate
Gert Potal URL | hitps//certs yedmukimesia.com/CertPortal
Use name Password e Logout

Sample for activaiton ~ - Sample for activaiten - Sample for activaiton - Sample for activaiton

(@ Shipping Document () ERP Order D () Customer Order 1D () Details

CVW-4K «| There are 98 left to activate

Number of Canvas Screens 12

Comment:  [Lobby video wal

Activate

11. A message will appear stating if the activation was successful or not
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Mass deployment with an activation key and line item ID

The Cnario Auto Certificate application provides a powerful method of certifying a player without any
human action, create a ‘default’ Chainmail Tree and multiple display devices, all is done via command-
line script (*.bat).

There are two methods for mass deployment:

e Using the portal directly - the certification process requires you to have an access key and know
the LineltemID you are activating for.
e Using an FTP server — the certification process can either be part manual or fully automated
using the cert portal as well
o For a fully automated process, you should also configure folder monitoring on your FTP
server

The entire process is explained in full and the application contains an automated package and script
generator.

It is suggested that before you move into a production environment with your deployment you should
reach out to YCD’s support and confirm your process, settings file and general deployment plan.

Notes:

e The application can only run after the installation of the Cnario application finished
e Logs for the application are saved within the same folder stated above, log file name: “Auto
Certificate.log”

How to find the line item ID
There are two methods to achieve that:

1. Email —when the order was entered into the system, the associated user should have received
an email notification which lists all the Line Item ID’s in that order

2. Through the portal interface:

Browse to https://certs.ycdmultimedia.com/CertPortal/

Login

Click on the “Order Management” shortcut at the top right area of the page

Find your order from the drown-down list

Each line within the order will list a number next to it, that is the line item ID

® oo oo

Perpetual Mode: - Order is perpetual mode

Order closed: - Order is closed

Type Ordered Activated

cep | =] 4

How to create the Cert Portal configuration file
1. Close the opened Cnario Auto Certificate window (if you have one open)
2. Run the “RunConfig.bat” file located in the same folder as the CnarioAutoCertificate.exe file
3. The interface should open with additional tabs, move to the “Cert Portal” tab
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Configure a folder path for the application to save the signed certificate in
Enter the “Number of Canvas Screens” the certificate should be valid for
Enter the “Line Item ID” the activation should use
Enter your “Username”
Enter your “Access Key”
Click “Test Cert Portal”
a. If the test is successful, a message will appear stating it was successful and list the
amount of license left to activate with this Line Item ID

Lo N e

o Jurfi&i‘?éf:‘t‘ﬁatefum“ }<AmountLeftToActivate> 81</Am
b. If the test fails, you should check the settings and try again
10. Click “Save Cert Portal settings” and choose where to save the settings for the Cert Portal license
activation file (you will need it later in the package generation stage)

How to create the FTP configuration file

The FTP activation process allows the use of application without internet access to the YCD Certificate
Portal. Instead of uploading requests and downloading signed certificates from the portal directly, the
application will utilize an FTP server (with two folders, one for requests and one for signed) to upload
and download signed certificates.

There are two methods that can be used:

e Part manual — the Cnario Auto Certificate application will generate a regular certificate request,
upload it to the “requests” path on the FTP and will check the “signed” path for a signed copy of
the certificate every 5 minutes

e Fully automated — the Cnario Auto Certificate application will generate a custom “request” file,
which includes the certificate request and all required Poral Access information (username /
access key and the like), this file will be uploaded to the “requests” path of the FTP and the
application will check for a custom “response” file in the “signed” FTP folder path every 5
minutes

o This process requires the use of the Cnario Auto Certificate application on the FTP server
itself, and requires that the FTP server will have access to the YCD Certificate Portal. For
more instructions look at “How to configure folder monitoring on FTP”

Instructions:
1. Assuming the application is still open (if not, run the RunConfig.bat file)
2. Move to the “FTP” tab
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3. Configure all parameters:

Demo Activation Lognto activate Ced Potal FTP  Display Device Save  Status Package Generation Morvtor Folders

Test FTP nettings Save FTF settings

Actvatonmethod 7 User Cet Pt full asomaton
lanore caras screen count here and use from Cast Portaltab

“Download to folder” is where signed copies will be stored
“Server address (requests)” is the path to upload certificate requests
“Server address (signed)” is the path to download signed certificates
“Number of Canvas Screens” is the number of requested Canvas Screens (licenses)
“Username” and “password” are the credentials that should be used to login to the FTP
server
f.  “Activation method” states if the “Part manual” of “Fully automated” process are used
i. Checked - fully automated
ii. Unchecked — part manual
4. Test your settings and see a “success” message
5. For “Fully Automated” process ONLY:
a. Move to the Cert Portal tab and configure all required settings there
i. For more detailed instructions click here
b. Test your Cert Portal settings
c. Once you have tested and confirmed that the Cert Portal settings are valid, move back
to the FTP tab and continue with saving your FTP settings
6. Click “Save FTP Settings” button and choose where to save the settings, you will need it during
the package generation stage
a. Note: the settings for “Part manual” will look different then the settings for “Full
automated”

© oo oo

How to create a Display Device configuration file
1. Assuming the application is still open (if not, run the RunConfig.bat file)
2. Move to the “Display Device” tab of the application
3. Configure and set all your settings for the display device you’d like to create
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4, A few notes:

A Y

Demo Activation Logntoactivate Cen Potal FTP  Display Device Save  Status Package Generstion  Montor Folders

Device Neme | |

Non Loadable Device Name /4058 the same name a5 sbove Use same name

Screen amangement Use available screens  GPU Numberta use: 0 % | GPU Headto start with: |0

Canvassize  Number of horizortal: |1 2| Mumber of vertical: |1 -
Bezel [ UseBezel 4 |1 = B o o

Audia Create Audio Mappings

Screen Resolution  Width: | 1920 3| Height: 1080 3| Presets: 1920 1080 v

Rotaon (40 [Js0 [J180 [J270
General settings:  ftem Creation Tmeout: 5000 |2 Sequence Creator Count |4
Delete =l other Display Devices Disable all other Display Devices Create display device

Save Display Device settngs

a. “Device name” —if left empty, will use a default name (“Canvas Controller <ID>")
b. “Use available screens” checkbox will get all available local screens and will assign to the
screen arrangement within the display device
i. If not checked, you can configure what GPU ID to start with (first GPU is 0) and
what output of that GPU to start with (first output ID is 0)
c. “Create audio mappings” — will create the default Cnario audio mappings
d. Buttons at the bottom allow you to take action on your local machine using the above
settings
5. Click “Save Display Device settings” and choose where to save this display device settings (you
will need it later in the package generation stage)
6. You can create multiple Display Device settings file, as some player may require more than one
display device

How to create a package for deployment
1. Assuming the application is still running (if not, run the RunConfig.bat file)
2. Assuming you have already created the required configuration files for the Cert Portal and the
Display Device creation)
3. Move to the “Package Generation” tab
4. Enter the settings you’d like to have for this deployment package:

N
Demo Activation  Loginto activate Cett Potal FTP  Display Device  Save  Status Package Generation  Monitor Folders
Universal Player Installation: [ Install Universal Player
Certificate [ Certfy Universal Player Settings xml

Display Device  [] Create dsplay devices @ Doncthing () Disable al cther cisplay devices () Delete all other display devices

Chainmai  [] Create defaut tree  [] Add node to server tree
Master node name Master IP/DNS

Final action (@) Run Liniversal Player when finished () Reboot computer when done () Do nothing when dene

Output folder |

Generate package

a. “Install Universal Player” will require the installation file for the version of Universal
Player and will install the Cnario Universal Player before doing anything else
b. “Certify Universal Player” allows for two activation methods
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i. Using Portal - requires a settings file be created in “How to create Cert Portal
configuration file”
ii. Using FTP —requires a settings file be created in “How to created FTP
configuration file”
c. “Create display devices” requires the configuration files created in “how to create a
Display Device configuration file”
d. You may also choose if you'd like to delete / disable all other display devices, or not do
anything with the other pre-existing display devices
e. “Chainmail” allows the user to create a default tree OR add the local node to an existing
tree from the server and verify it was updated properly
f.  “Final action” allows you to configure if you’d like to run the Universal Player / Reboot
the computer / Do Nothing after the script finished running
g. “Output folder” lists the location in which you’d like the package to be created
5. Click “Generate Package”
6. A new file named “RunPackage.bat” and a sub folder named “Files” will be created in the
“Output folder” of the package generator tab
7. To run your package on your player/s simply copy the RunPackage.bat file and the entire folder
named “Files” to your player (maintaining the structure) and run the “RunPackage.bat” as an
Administrator on the player

How to create your own script for deployment

If you'd like to create your own script for deployment (and not use the automated package generation
of the application) you will need to know what commands are accepted by the application. The folder
containing the CnarioAutoCertificate application includes a ReadMe.txt file where you can open and see
all available commands for the application.

If you have any questions please contact YCD support.
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How to use Folder Monitoring on FTP

The Cnario Auto Certificate application offers a mode in which a “requests” folder is monitored for “fully
automated” request files generated by the FTP Activation Process.

Once a file is identified, the application will utilize the information in that configuration file to activate
the request through the Cert Portal (requires internet access) and save a response to the “signed”
folder.

The response file can be used by the Cnario Auto Certificate application running on the player to load
the certificate and start the now certified Cnario application.

Important note: this automated process can only be used if you are using the FTP Fully Automated
activation method from the players, meaning, regular cert requests will not be signed.

Instructions:
1. Close the opened Cnario Auto Certificate window (if you have one open)
2. Run the “RunConfig.bat” file located in the same folder as the CnarioAutoCertificate.exe file
3. The interface should open with additional tabs, move to the “Monitor Folders” tab
4. Enter the full path for the requests and signed folder paths (where the players will upload their
requests and look for signed copies)

Demo Actwamon, Logntascwvate CenPonal FTP  Duplay Daves Sove  Status Package Generaton  MonkorFolders

Ster montze 5 Siop mersterng

5. Set the check interval
6. Click “Start Monitoring”

a. This also saves the settings
7. From now on, when you’d like to activate the monitoring you can choose one of these:

a. Manual - Use the “RunConfig.bat” file and manually activate the monitoring

b. Automated —run the Cnario Auto Certificate application with the “MonitorFolders” flag,

for example (in *.bat / batch / CMD):
i. Start /wait CnarioAutoCertificate.exe MonitorFolders
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How to contact YCD

The best way to reach us is through our self-service portal

If you prefer to use phone / email, please see our contact information on our website
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